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Rationale 

IT (including data) and the related technologies such as e-mail, the internet and mobile 
devices are an expected part of our daily working life in school.   

This policy is designed to ensure that all staff are aware of their professional 
responsibilities when using any form of ICT.   

All staff are expected to sign this policy and adhere at all times to its contents.  Any 
concerns or clarification should be discussed with the Head. 

Pupils in school will abide by the codes of conduct shown in Appendix 1 and 2, which will 
be taught as part of the computing curriculum. 
 

Adults in school will abide by the following code of conduct: 

I will: 

➢ I will only use the school’s email and Internet and any related technologies for 
professional purposes or for uses deemed acceptable by the Head or Governing 
Body. 

➢ I will comply with the IT system security and not disclose any passwords provided to 
me by the school or other related authorities. 

➢ I will ensure that all electronic communications with pupils and staff are compatible 
with my professional role. 

➢ I will use social networking sites responsibly and ensure that neither my personal/ 
professional reputation, nor the school’s reputation, is compromised by 
inappropriate postings.  

➢ I will be aware of the potential of on-line identity fraud and to be cautious when 
giving out personal information about myself, which may compromise safety and 
security.  

➢ I will only use the approved, secure e-mail system(s) for any school business. 
➢ I will ensure that personal data (such as data held on MIS software) is kept secure and 

is appropriately, whether in school, taken off the school premises or accessed 
remotely.  (Personal data can only be taken out of school or accessed remotely when 
authorised by the Head or Governing Body. Personal or sensitive data taken off site 
must be encrypted, e.g. on a password secured laptop or memory stick.) 

➢ I will respect copyright and intellectual property rights. 
➢ I will ensure that my online activity, both in school and outside school, will not bring 

the school, my professional reputation, or that of others, into disrepute. 
➢ I will support and promote the school’s e-Safety policy and help pupils to be safe and 

responsible in their use of IT and related technologies. 
➢ I will support the school approach to online safety and not upload or add any images, 

video, sounds or text linked to or associated with the school or its community. 
➢ I will only take images of pupils and/ or staff on school equipment; these will be  

stored and used for professional purposes in line with school policy and with written 
consent of the parent, carer or staff member. 

 

I will not: 

➢ I will not give out my personal details, such as mobile phone number, personal e-mail 
address, personal Twitter account, or any other social media link, to pupils and 
parents. 
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➢ I will not use the school’s name, logo, or any other published material without written 
prior permission from the Headteacher. This applies to any published material 
including the internet or written documentation.  

➢ I will not post any communication or images which links the school to any form of 
illegal conduct or which may damage the reputation of the school. This includes 
defamatory comments.  

➢ I will not disclose any confidential or business-sensitive information; or disclose 
information or images that could compromise the security of the school or the safety 
and security of those connected to it.  

➢ I will not post any images of employees, children, governors or anyone directly 
connected with the school whilst engaged with the school, and in connection with 
school activities.  

➢ I will not make any derogatory, defamatory, rude, threatening or inappropriate 
comments about the school, or anyone at or connected with the school.  

➢ I will not install any hardware or software without permission of the IT co-ordinator 
and Office Administrator. 

➢ I will not browse, download, upload or distribute any material that could be 
considered offensive, illegal or discriminatory. 

➢ I will not distribute images outside the school network without the permission of the 
parent/ carer, member of staff or Headteacher. 

➢ I will not use personal electronic devices (including smart watches) for personal use 
(texting, email, internet use) in public areas of the school between the hours of 
8.30am and 3.30pm, except in the staff room. 

 
Concluding: 
➢ I understand that all my use of the Internet and other related technologies can be 

monitored and logged and can be made available, on request, to my Line Manager or 
Headteacher 

➢ I understand periodic, random checks will be made of school IT equipment such as 
iPads, laptops, chrome books, including those dedicated for staff use. 

➢ I understand this forms part of the terms and conditions set out in my contract of 
employment  

 
Potential and Actual Breaches of this Policy 
The Governing Body will take appropriate lawful action in order to protect the school’s 
reputation and the reputation and safety of its staff, parents, governors, children and 
anyone else directly linked to the school should any potential or actual break of this policy 
come to light. 
 
In instances where there has been a breach of the above Code of Conduct, the following 
will apply:  

• Any breaches of this policy will be fully investigated under the school’s published 
disciplinary procedure.  

• Where it is found that there has been a breach of the policy this may result in action 
being taken and the Governing Body shall decide on appropriate further action.  

 
Governor responsibilities 

• Fiona Morgan is the safeguarding governor for St Blaise School. As part of her half 
termly visits a conversation will be held with the Head or IT provider to ensure 
that periodic checks are being made on school system. 

• Fiona Morgan will check the breaches log during safeguarding visits 
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Relevant Policies and Documentation 

This policy should be read in conjunction with these documents: 

• Child protection and safeguarding policy 

• Allegations against staff 

• Staff code of conduct 
 


